30 4 Vol.30 No.4

2002 7 JOURNAL OF HOHAI UNIVERSITY NATURAL SCIENCES Jul.2002
213022
RSA
DES RSA
TP393.08 A 1000-1980 2002 04-0075-03
. RSA
RSA . S Goldwasser
S Micali ! —_—
“ " 1bit 400 ~ 500 bit
Blum M 2 1-6
He J 3
4 RSA
RSA

1 RSA m pP= p1 P2 DPm p;i=0 1 i=12 m m
=0 1 4 P qi Pi
Podd = 41 P1 dm Pm pi qi
Peven = P1 41 Pm qm -
A B A B M M m.
01 M.
a. M 2m M.
b.A B e M CC= M ‘mod N A C B.
c. B C M = C'mod N M
M.
01 RSA
RSA
172
RSA

2001-05-18
1965 —



2002 7

>+ ®

76
RSA
2
E: El Ez Ea S: Sl Sz S,
‘ S‘ = r num Mrwm crum
T' .
2 SA: Ej Cnum Tt Si Mnum E]
Ccrum T! Si
3 SA= E €™ TS, S, 1= p/ E,
TL Crm pi.
4 S= Sl 82 Sr S E]
Crm Tt Si pl/ pcj — lglll;lrp ij EJ
T! crum S
C S P = Kep'
K,
5 4 SA= E; CTS
pt(:.]\: — k]tp(\] k]t
6 SA= ECTS p B o=p) 2000 =1
j=1
petcs — le?ptcjs .
j=1
1 Slcs2 Crum Sl p1252 p2.
ISt l=r' |82 ]=r"
pl = minlpi p? = minzpi rt o< r?
l<i<r l<i<r
pl=p?
2 Cnuml num1 < Cn,umZ num?2 CgumZ
S; pi= Si p'
3 SA = E ¢ TS, k=12 T < T crem S,
pl=p?.
1 SA= ECTS E C T
S 2 ST E C
2.6 1~3 p = SpWikL minp]
j= <isr
2 RSA e N P q d E;
SA= E, CTS
d= d, d, dy pd =1/b1=12 b P =~ kE 1-1/b "
r#b lim p =0.



Si P dl :l/b r p=
p o= 1-1/b "
P =kl 1-1/b .
0<1-1/b<1 r#£b  lim 1-1/b "=0 lim p =0.
3
RSA

Goldwasser S Micali S. Probabilistic encryption J . Journal of Computer and System Science 1994 28 270 ~ 299.

2 Blum M Goldwasser S. An efficient probabilistic public-key encryption scheme which hides all partial information A . In Blakley G R
Chaum D eds. Advances in Cryptology Proceedings of CRYPTO 84 Volume 196 of Lecture Notes in Computer Science C .New York
Springer-Verlag 1985. 289 ~299.

3 HE Jing-min LU Kai-cheng. A new probabilistic encryption scheme A . In Christoph G Giinther eds. Advances in Cryptology
EUROCRYPT 88 Volume 330 of Lecture Notes in Computer Science C . Heidelberg Springer-Verlag 1988. 415 ~ 418.

4 . RSA I . 1997 24 4 554 ~559.

RSA-based random encryption algorithm and analysis of its dependability

ZHAO Ze-mao
College of Computer & Information Hohai Univ. Changzhou Branch — Changzhou 213022  China

Abstract A random encryption algorithm based on RSA is developed by use of the concept of odd and even plaintext
expansion. The definitions of encryption security space and security dependability are given to describe the security

indexes for the encryption algorithm and some basic conclusions on cipher security are drawn.
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