35 1 Vol.35 No.1
2007 1 Journal of Hohai University Natural Sciences Jan.2007

12 1 1

1. 210016 2. 223003

TP311 A 1000-1980 2007 01-0104-04

Anti-Computer

Forensic
1
m
1
Chain of Custody
2
Swap

2

Legal Doubt

Internet Root
Kit
2006-03-12
973 (1999032701

1967 —



105

Unix TCT
3
3.1
Gutmann 1996 2
Meta-Data
Degaussing Brute Force
Traces

Magnetic Force Microscopy

3.2
3.3

Data Hiding

2
2
M Cc
K f
0
K S

Slack
3.4
3.5

Obfuscation
Backspace Insert

Unicode

STM Scanning Tunneling Microscopy

1
4 PBKDF2
K
S=f CM
Ed C S <=0 . d
Ed S S' <=9.
5

Data Transformation

Delete

Steganography

Peter

MFM



35

106
3.6
Data Creation Prevention
Root Kits System
Binaries ’
4
4.1
Data Wiping
. 3
7 8 DOD 5220.22-M C and E 3 01 Gutmann
2 35 ’. 3
MFM PPM PWM MFM 3
0 1 10
4.2 m
dkmnr RLL d k
1 d k d k RLL
RLL Gutmann
m
m r
G «x
G x = ap+ ajx + ax* + + ax" + = Eanx" 1
n=0
a, 01 2 a, G «x Caley-
Hamiton
fx = Z e 2
i=0
C; 0 1
G x =x/f x . an, f x
Gx G «x
m
m L=2"-1 1 512 L+1
r 9 D 2°-1/9=48 1000010001
fx =2 +a*+1 3
m 511 512 m
m RLL d k& m 2 1 2
1 d k . 0 Count 0 1 1 Count
0 0 1 Count 0< d 1 Count 0 1 1
Count 0> k 0 Count 0. RLL
my mh i=1 n
n
3 RLL b



1 107

b c NSA

a b Gutmann

1 JOHANSSON C. Forensic and anti-forensic computing EB/OL . 2002 2006-01-16 .http //www.fukt. bth.se/ ~ uncle/papers.
2 GUTMANN P. Secure deletion of data from magnetic and solid-state memory C //The Sixth USENIX Security Symposium. San Jose s.
n. 1996 23-35.

FARMER D VENERMA W. Forensic discovery M . Boston Amazon 2004 146-147.
4 CLEMENS F. TKSl—an anti-forensic two level and iterated key setup scheme EB/OL . 2004 2006-01-16 . hitp //clemens.
endorphin. org.
RIPE P. Advanced anti forensics EB/OL . 2005 2006-01-16 . hitp //www. phrack. org/show. php.
CHRISTIAN S J MICHAEL L. Digital anti-forensics emerging trends in data transformation techniques EB/OL . 2006-01-16 .

hitp //www. seccuris. com/documents/papers.

N |

CALOYANNIDES J MICHAEL A. Privacy protection and computer forensics M . Boston Artech House 2004 223-225.

U S DoD. Standard 5220.22-M  National industrial security program operating manual NISPOM S . Washington GPO 1995 800-
831.

PETER B. Data security for surplus or end of life hardware C //2004 NYS Cyber Security Conference.New York s.n. 2004 21-33.
10 MATTHEW G. Evaluating commercial counter-forensic tools C //DWEFS 2005. New Orleans LA 2005 106-118.

(o]

e}

Research on computer anti-forensics

ZHANG You-dong' > WANG Jian-dong' ZHU Wau-jia!
1. Department of Computer Science and Engineering Nanjing University
of Aeronautics and Astronautics Nanjing 210016 China
2. Department of Computer Engineering Huatyin Institute of Technology —Huaian 223003  China

Abstract The concept and methodology about computer anti-forensics were analyzed. The main techniques of anti-
forensics such as data wiping data hiding data obfuscation and data transformation were compared. Then a safe

and high-efficient data wiping algorithm based on sequence m was proposed.
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