55 47 55 6 W] WO R R (H AR ) Vol. 47 No.6
2019 4E 11 H Journal of Hohai University ( Natural Sciences) Nov. 2019

DOI:10. 3876/j. issn. 1000 - 1980.2019. 06. 011

iy B T o 1 7 R R A A R B TS AR R 770
Wome, i

(1. REER A F240E, REE 300072 ; 2. KETH AR 5 BAIAE FHOREE S50, KiE 300072)

WE. AT MEKRT FPCA ¥ ENS EAF AT, o TR 24286 7 ok A 2250 v, 338 09 18
BRORBARG A, R R e FI Y RRE AT 7 ik, B AT o %) R T
VAR T W B BT Ak R SRR AR WA VRN | B R R R R SR AR W R0 2 A v AT T AR
WE, R AR TR TEEMIR SRR &k B A kR BB sk R BAE AR m
FHATPT A kR BRI AT IE R, R SAT T R Ak AT oRFH AU BNRLTE, E
MBEENG A, EREAN AR TARMEE o r ER#gr A A0, F9
BV 28. 04% 49 3246 ik K 52 | BEm AR B R RN L AR A5 L6 T8 4R KR 4L

KRR AR B2 M EASCE Ry ARSI T R
FESZES . TP391.7 XEFRERG A X EHS 1000 - 1980(2019)06 - 0555 -05

Low-cost state control method for hardware emulation of fault attack

LIU Qiang' >, LI Bochao'*
(1. School of Microelectronics, Tianjin University, Tianjin 300072, China;
2. Tianjin Key Laboratory of Imaging and Sensing Microelectronic Technology,
Tianjin University, Tianjin 300072, China)

Abstract; In order to reduce the logic overhead caused by the full scan method in the FPGA-based fault injection
attack emulation, this study proposes a partial scan based method for the simultaneous control of circuit states,
i. e., setting the values of all flip-flops in the circuit at any time, to emulate the fault injection attack. This
emulation allows the early security assessment of integrated circuits during the design phase. Meanwhile, the
method abstracts the circuit as a graph, extends the balanced-structure based partial scan method to select flip-
flops, and then adds enable signals to achieve simultaneous control of all flip-flops. In addition, based on circuit
logic, the SAT satisfiability algorithm is used to generate fault test vectors to be injected. The experimental results
show that compared with the full scan, the proposed method reduces the number of scanning flip-flops by 28. 04%
on average, which reduces the logic overhead in the hardware emulation of fault injection attack at the cost of

adding a small number of input ports.

Key words: computer aided technology; partial scan; fault injection attack; hardware emulation; state control;

satisfiability problem

WO AT B A Bl B — R SO AN S R, FE BT B BEVEAR S R AT R A T B
Ty BL . BUAT A BUBOE T A B SR 9k S AL A I R AR R AR Y
Hayashi 25" i i EL @4 bk b Sondon 25 (i i 58 A2 2 T A3 59 e 75 S8 e P BB 5 5 Evangline 2514 AR £ %
SRS A TR A5 5 (FIS) 1 AR ; Ebrahimi 257 F1] FH 4 R o fioh 8 AR I 3 A 450 i 4
A FPGA b AT ABGEARL ; He 2517 48 H B S PRl i ABERY RN 5 Luo 257 42 T

EEWA . HKARPASEES (61574099)
PEE RIS X5k (1978—) 53, Al 1+, A0 i BT T AT 9T, E-mail: qiangliu@ tju. edu. en
SIAARST . XI5, ZETHEE. SO ot R O P ARSAR H IR S H 1 Ok [ T VR 2243 ( AR AR) ,2019,47(6) :555-559.
LIU Qiang, LI Bochao. Low-cost state control method for hardware emulation of fault attack[ J]. Journal of Hohai University ( Natural

Sciences) ,2019,47(6) :555-559.



556 ERCPNE N B 47 %

BEF R AR S e T A SRR P e T AR AE R T S R D R B 2 4 e R PG O
K AR AR s SR R, BE RN AT AR A 5 28 EB G T S ot A IR A B, Heepr ) %
VB RGBS 0L %) O e ) R, SCRR[ 9 ] i P I Fi B A B A, W VBT RE ST 24738 LRy 89. 09% , K AT 4
THAE 2 R 5 00 e S5 (0 RS | Bl 38 T B0 FH O A FPGA S, B4 iy B AR

SRt AR SCHR R A R O TR S BRI A RO SRR AR W A B AR R AR 4 e i
Z| 6 RE L ETE SRR, R BRI A B B A TR TR, 3 R a0 320 A [ A U A 6 e
BTSRRI — S T AF AR, AN % B8 A R B A0 IE 3 TR I, DR, AT B3R 4 0 Dy o
Tod B F b i A TR

ALY R R AR SR R A e B H IR S B i kL %0 ki
AR TR BE VLI D fish & 43 AL BB A 5, SEBUX Fp 00 F, TR 2 AR il 3 i fioh e 2 140 35 B Pl - i
Fag R PR 2t s sy AL A I D il & a4, I AT AR 1 ( Satisfiablity , SAT ) A6 T EL R fig 24 4
SRS BAARLEL P D fih S 200 [ s R

1 ETEo AR ENGRE

T FPGA RSB ABGE BV & | SRVFBT & 7R B B BOG LI A9 P08 e 1 A Xt iE 0 2047 530
PPAG S S e AT R R s AR SRR 12 TR L P Ay D i R 2 AR S A 7
SEHLHL IR AR S8 A2 B AT A T I 220 1] v B P AL B AT A A T AR . 4 TR A T Ak BRI ), 47 o o S
st R,

BB A ERARANE « (a) LR TR0 HL B AR IO RSO 5 (b) X Rp4E ] D fih a7 4L, L dS At
RE S , HOREE T D Ml Ao 2528 4 i A g | S8 AR R B AT B AR 5 (o) A B e 5, 501 P e i 3
TS AT e i, SRR

2 ETHSRENBERSEST X

FE T AR 00 F, RS A T VR A DR R v 1% P flh A 25 S B ) B i A I 00 s/ 4 i i 2 7%
PR, ZOTIE FEAARE LR 3 AP R,

a. KR AR A R Bk S TR BB A M S AR R Ak O B R T R A A, SR
Jor , PEREER Al fah & 2% A5 EEAS D il R 2% ( DFF) FIRT—Z% R FEAK A (PL) 54338 fil & 2% (SFF) .

b. K E A MR A DFF 2 SOl & 2% . AREL S B T Bk fih & 4%, £ i LA DFF 5 555G Bk
F Rl & 2 OCHR I PR ORI Kl & 2R AT oA R f e AR AL AR e v . AR DFF (09 SCIHE , 40 M 53
HhFE

c. NPL PR T EIRG B AR AT 0] 3l 1 ( SAT) R, A 212 7 1 A 1 ot T) B T 4, A il il 3 ) 2 4
AN R W E B4,
2.1 oAk SREE

R A ik A AR R AL LUR 2 AP IRSERL PII POI
a. FALFRMZE P DFF, SEBUS A% K1Y DFF 48k SFF, fitdk mkA{’
AW HI, FH—, KRR 22 SAT & A R ik 4 PI2 P02

PRI . 7E SAT SR SCOE A s B2 v, % DFF WA S 38, Clk
i IR R AITRCK RASHORM K . B R TR e B
RPN ], AT R R, G R

BETRBRN T H RSB B 0 AT S DFF ABORT 6 -
R0, WUALRLR SETSCRL 1180770 4 P RO M4, DR FD <
Clk —

PO3
H—=—

i

Clk

;

A5 dy SEF MEH B AT G5 TR 1 PR, it P —
SR LB I AL PO 5 LB B9 R H LA BLC D EF
S DFF. PR D 35 E 25y SFF, 5 i S [ S

Fig.1 Sequential circuit

wmE 2 fis,



%56 1 X, A SRR RO P A R S R O vk 557

b. N T IR A BB, BEoR S B H A DFF MR — 15
ST LRSI AG PL ¥ SFF, 1598, % DFF 524, ¥ S Bl P& 5
AT 2580 0 G, FA T AR FL AT A i e R G 3,
WA BT 55X R 1Y DFF A8k SFF, 5T S Wit . XHab B s
(LR S BIHEATHIWT , S 5 7E7E DFF 5 S RT3 J DFF 15 85, 45
B WHEAT AR, TR E S 5 WAL B o 3R 1] DFF 1) 36 5 45 11 75
IR, WE iREgIr:, K 2 Pl P12 PI3 P4 PI5 SFF &4 h
0,AB.C.DEHNI,FEHN2, M D filkes F AN SFF,

M T 24> DFF 5 5024 A8 [A] A9 A 942 1 75 5 (PL 3 SFF) |, F: 3
X8 DFF ARRATC Ik R B4, BT DL, AR SCHs: DFF 4320 358 fin fif g
Uit , SEBL AT BF
2.2 fEREHRM

FEAINEREZ AT, 2L DFF 35 g i SCIR Rl 87 %644 DFF 313 h
T~ DFF 19 55 BT S AT H X, B 2 (il & 4% F © 48k SFF)
AR T8 X g A [PIL, PR2], B: [PR2], C: [PI2, PI3],
D. [PI3, P41} ARG FE7 8 X Pt L B4 DFF F RG99 551 3,
AR AT AT 0 DU T TR I 0 o, ol 2 7 T2
IR REEY A [B, C], B: [A,C],C: [A,B, D], D: [C]},4n

PI2

PI4
2 BEERFELEMSE

Fig.2 Sequential graph of

the circuit balanced structure

3 ffi7R, W A28 DFF, 3R DFF 22 8] B LRl A FHA3
TEMR GO |, SEBE 1451 DFF U hn—Mdi e | Sl a4l

LR LR 2 O BAES 5 G LM EE . Oy T (i, B3 PRXRE
ASCRIUT DFF SM4LI007 . 856, %0 T 530l DFF gy 3 Node correlation graph
BN SP AU B R T 1L SMLSE R K A1 ST AE R RO, X 2 X
i — LB AR RV A B DFF SR (FERHR I P R i 4275 — 2 1Y DFF SR5) , B0 ie 1 [T, AT SAT 46,
USRS58 TP AR 0 G20, B 65 3 2L T UL T SAT Rl 1A bk i e
ST SAT Hrll.

TR FIGAE I 4 s, 85— Jext 7 EBIN Y
S H TSI AT T, BT K 1 e \
FRY1S 60, DTG A A 2 R, 2 B I 8] R

HE ORI )it 2 1071 i, FRICH I SCHR DFF 45 45,
FNFR L, o QPRI L, AR 3 BEE B (B Ny

" LegIFK k5]
RBCRE 50% ) UK L, SR AP ik K439 55 2 2 A EAE I
WEFFAR A

R A P [ WP R 47 U AN ya
B, HpR T S ASE 3 IR IR AR R 3 ATy AT

BIET 3 Ak, TR R, s (v, s, m )
BT PR AR, v LUK P SCHR Y DFF 19 i 4R SYE4L. o

K50 BN AL

T RN AEAE RSB, W AE T P B IOG 4 FESHRE
Y 5 f /b i DFF 5 & . >li7f szjj\ ﬁiﬂ\j%— NTAE , 2l % Fig.4 Subgraph segmentation process

MR T — R R A AT T R R AOR M BB T EN BT A DFF Y sk 23 52
AT B B [T 42 WU ] PR A 3 N, XA ITIE PR UE T2 A8 1 JET PP 25 AN 19 AR AN SR IR Y, R UL
ERE(S S T, Sl H N FR 2T I o R R (S /D A R S, ] e e g BR )
Bl DFF 35 s 0, A A TS B X 264y iy n] 5, K181 2 19 S RIARIEAS 1Y s A 1 10 05 0%, S BUCA il &
ORI, N 3 IR AT DT A% T BT o RYEAS 5k % T R 3 A TIRDFE T
2N, [ TR, T3] TR 2], B TR R DFF,E F E 80T A T EE, A B D L fERE
S, C F— s . G I S AR R 2 4L A B D] KL IR C ] B ik K AR, SE B



558 ERCPNE N B 47 %

PRALI 5 s il
2.4 FEUREFTEEGN S E

3 o AR L 8 R S A R ik X A A R Feah R 4 | 1 FH & B =X (CNF) SO 55
i SAT SR #s > SR CNF SCHF, WS MAFAE  WBEHTZ F I Bra DFF o] DL Pl (a) X TR S
PT e By g AR ol A #2519 a0, DA B2 R TR AR I R AF B AR Z B R, (b) X
TR S SRR LIS, VA 2 4 A eR AR, A5 B Ry 45560 37 SRS LA W S8, BT R BT
AEBRAY RS BT ALES DFF, LUT, MUX, INV i BR BT AN R B #8140 0 JEAL B 5 502 A DFF, TIPS
N ELHEIR A i 11 55 BAOTR Ay LUT, WA R S0 A ZERT 46 AAE iniv - 2% 07 067 4 (8 R 465 B 11 oy 11 5 47
BT MUX, JUDE 2 5 A 1S BERR A Sty 171 TR 265 % 0 it 11 5 5 3060 NV, DUDRE S A iy 11 6 BB R 465 %
e o (o) MRPEHT AT s i) — PR A& A i IR F A —T, BT SAT KA HBERARIRAS 1 A
IRFEIRI, G, X TR AT Z A RCRES 0 FRIRES 1 A9 2 MR IR, ATy A5 20 A7 s (8 T
Pz R FGE AL P — R RIE K (d) EH AT S0 23RS G 30 A A /R b LI s | 3k
RSB A SR A2, A B ACIRES 0 LIRS 1 At /R BIE RS, FERWNITA S R F iR
AR RS TR A R FIR RS . (o) XTI 17 55, a2 RS A 7E A IR ANV A
SR A, A2 B CNF SCHF, i HES A G A5 20 B s i BT AR L& B0 iE B N1 S 2R
[ A 4 o 1

3 LWKRER

AR SR ISCAS Jefi v i1 SEAT 5238 . i ] Synplify Pro T HE Virtex7 251 T A= BE A 9 301, 52
EAERCA Intel i5-4590 CPU I3 HL FisdT,

SEEG oA G ad 22032, FE A A -SAT KA R v, AT e BOR M o SAT 197 &l 9 2 fiok & 4
B AR g SFF A5 EE ok SAT &, 3% 1 Seit 7 23 ik A as i #219 SFF &, I 54 c$s
WITIEATXT e, S5 A B0, 5 2 H i AR Lt , AR SCO7 RSB 1T4 28. 04% 1) SFF; 5 BE diig - 41 3 Jin
6. 83 > HICHER] 11 ] 48 03B 2 3 I VA L, AR SO 334935 10 20. 17% 19 SFF, - [RIEF, AS ] A L i
2548, SFF B M T 2 IR S AR T A 25 i i iR 4 5, Horp, s i S5378 JRLUR V-5 4544 SFF /b
ASCIT ¥ SFF AR R 5 3G MR AR R 5 FEL B S9234 R R AR, SR /)N, S BEAR (R4 A S5 51 ; HL % S15850 488
HEL THERIANE L SFF (15 SO ok AR e 4 i 7 2 IR B/, RN | SR 4R 420 4 45 4
[, 2 WAL B A K 4 ik 2 2 R Ak T Fl B 54

F1 FAHMBR[BNERILER
Table 1 Comparison of partial scan results between full scan, BALLAST, and proposed method

SHfHONE T ATk
G SFF i/~ SFF & /4~ SFF ¥/ s S 2SI A bk b 9 ¥ g
SFF¥h/ A BRAFHTE AN/ %  BOTERSITERE % BB R, 4
S1196 18 4 6 66. 67 50. 00 3
S1238 18 4 7 61.11 75. 00 3
S5378 179 84 104 41.90 23.81 4
S9234 211 162 170 19. 43 4.94 2
S9234a 211 162 170 19.43 4.94 2
S13207 638 338 420 34.17 24.26 12
S13207a 638 338 420 34.17 24.26 12
S15850 534 468 467 12.55 0 3
S15850a 534 468 467 12.55 0 3
S38417 1636 1152 1396 14. 67 21.18 4
S38584 1426 1203 1285 9. 89 6.82 17
S38584a 1426 1203 1285 9. 89 6. 82 17
4 45 153

RSP T — ol T 7 4719 B S B P DR S TR IS T 2 9 505, KON 26T FPGA A HEL Il e
AT AU 8 R ik S A, AR T H TR A S B I Y 22 A TR AR R B Rl -1



%56 1 X, A SRR RO P A R S R O vk 559

TS D i A2 A% RN, SEBUR I SE AT R, S5 R %07 I8 28. 049% B A, AR T
B AT o B 275 14 22 A BRI , A ) T S BB DR A el B ) o A B

SEW:

(1]

(2]

[3]

[4

[

(5]

[6

[

(7]

[8]

[9

[

[10]

[11]

[12]

[13]

[14]

[15]
[16]

GHALATY N F, YUCE B, TAHA M, et al. Differential fault intensity analysis| C]//Randall Bilof. 2014 Workshop on Fault
Diagnosis and Tolerance in Cryptography. Busan: IEEE Computer Society, 2014 . 49-58.
HAYASHI Y, HOMMA N, MIZUKI T, et al. Transient IEMI threats for cryptographic devices[J]. IEEE Transactions on
Electromagnetic Compatibility, 2013, 55(1) . 140-148.
SONDON S, MANDOLESI P, JULIAN P, et al. Heavy-ion micro-beam use for transient fault injection in VLSI circuits[ C]//
SHIFFLER D, WEBER B. 2014 IEEE 41st International Conference on Plasma Sciences ( ICOPS) held with 2014 IEEE
International Conference on High-Power Particle Beams ( BEAMS). Washington, D. C. ; IEEE, 2014, 1-1.
EVANGELINE C, SIVAMANGAI N M. FEvaluation of testability of digital circuits by fault injection technique [ C ]//
KARTHIGAIKUMAR P. 2015 2nd International Conference on Electronics and Communication Systems (ICECS). Coimbatore ;
IEEE, 2015 92-96.
EBRAHIMI M, MOHAMMADI A, EJLALI A, et al. A fast, flexible, and easy-to-develop FPGA-based fault injection technique
[J]. Microelectronics Reliability, 2014, 54(5) : 1000-1008.
TRAS, R, SR SR AT 05 Bk [T ] THRHLA B B S BB A2 4, 2017, 29(8) @ 1563-1569. (XU
Song, LIU Qiang. Simulation method for IC fault injection attacks[ J]. Journal of Computer-Aided Design & Computer Graphics,
2017, 29(8) :1563-1569. (in Chinese) )
HE Renya, TANG Longli, WANG Shihai, et al. Software dynamic fault model and injection method[ C]//CHEN Wenhua.
International Conference on Reliability, Maintainability and Safety(ICRMS). Hangzhou: IEEE, 2016.1-7.
LUO Yin, YAO Rihuang, BIN Jianwei, et al. Research on a software fault Injection model based on program mutation[ C]//LI
Shaozi, DAI Ying, CHENG Yun. 2015 2nd International Conference on Information Science and Control Engineering. Shanghai;
IEEE Computer Society, 2015. 419-423.
U, XV, T RE BT & I AR SR B A [T, TR B BT S EE 24, 2016, 28(6) -
1008-1015. (LI Tao, LIU Qiang. Resource efficient scan-chain insertion approach for debugging in hardware emulation systems
[J]. Journal of Computer-Aided Design & Computer Graphics, 2016, 28(6) : 1008-1015. (in Chinese) )
WOHL P, WAICUKAUSKI J A, COLBURN J E. Enhancing testability by structured partial scan[ C]//Linda Milor. 2012 IEEE
30th VLSI Test Symposium ( VTS). Hawaii: IEEE, 2012 152-157.
LI Tao, LIU Qiang. A low cost partial scan approach based on balanced sequential graph transformation[ J]. TEEE Transactions
on Computer-Aided Design of Integrated Circuits and Systems, 2018, 37(5) : 1109-1113.
LI Tao, LIU Qiang. Cost effective partial scan for hardware emulation [ C]//RANDLLI Bilof. 2016 IEEE 24th Annual
International Symposium on Field-Programmable Custom Computing Machines (FCCM ). Washington, D. C. : IEEE Computer
Society, 2016 131-134.
JANNING A, HEYSZL J, STUMPF F, et al. A cost-effective FPGA-based fault simulation environment [ C ]//LUCA B,
SYLVAIN G, ISRAEL K, et al. Workshop on Fault Diagnosis and Tolerance in Cryptography. Tokyo: IEEE, 2011, 21-31.
MOGOLLON J M, GUZMAN-MIRANDA H, NAPOLES J, et al. FTUNSHADES2: a novel platform for early evaluation of
robustness against SEE[ C]//CUETO Juan. European Conference on Radiation and ITS Effects on Components and Systems.
Sevilla: TEEE, 2012 169-174.
MSOOS. Wonderings of a SAT geek[ EB/OL]. [2018-07-11]. https://www. msoos. org/ cryptominisat5/.
MICHAEL H. ISCAS89 sequential benchmark circuits[ EB/OL]. [2016-04-16]. https://filebox. ece. vt. edu/mhsiao/iscas89.
html.

(ki HI9:2018 -12-10  Zdl . Jk&EZE)



